a1 3342 SN A pal| dalaill
Al AU A,

R dallall dglapll Spnpalljlgll
CENTRAL ORGANIZATION
FOR FINANCIAL CONTROL

Ralell sylgs3aall o Block chain glsagal
Block chain 4l o aild 7 i 7] gal avasal
Ay ged) Ay ) 4 ) gganl) B asal) £ UK ciliablia 448 )

Al Adlual)
480 e 8 alad) Cal

ol Lsdall alas)
ple (bl 4y a0
Jaalill g ail) g Aalad) clBMall 3 pta
Y.y



dalal) cliidiall (2 Block chain a)adiu

olasty séa

(Y:Y - ) @555 podd bl (355 ey Gla S il &y

Ml Sl @ayb (§ awd! e Bydidlly desiadl (sowie I Jlas s ySadlg dame!
2591 S § ol 13 pladly Sm] § b9 el 59aY! J s

dlins Al L8 (535l Hlgamdl dwly) O yally paddilly pl A>YU eado S
dslual! 00 (293 duoyd (J diGY jlgmdl puldy W8 yos dome duuadb

I 3198 IS5 LB Lad! 8342 do sl dariol) daladl Diled ol (S
ddolg el auwgd D Wsliach awmidy ddsluned! eudaicd A gduall 594!
EMbYIg Ced! IS (10 daid Bloglao

L ssllacly Cued! 102 Bolyd slic WS ouudnd] dice) sbacl Balud) Jguo g0 ySCidlg
1’5 o




dalal) cliidiall (2 Block chain a)adiu

all

t d Joadl i sua

6339 sl oy LagiaSons (393 1sbdly (R g39 s B Iygas O yrea s SU1 (519
G313 @it dasjally BahYI (g 3

Joad! 142 o] § ASYI eeldl 1936 ) 63V gl (2293 098I @ oo KT

Giwng s3I 95 lagielog (gl g Wghlpeg inadl BoM> (3 90wl (00 )
dlg Fel 0 cpddl Blad! 8

Caoed! 14D i eesg Lilwg aed oo S JI

bl \ghah by ga ol Sl )
Joaall 1da (suaf ele LI S Jlg




dalal) clijidal) L8 Block chain alaiiu)

Clide d Aallly seliSlly Adleall LISE) lley St il zdset srecad ) Aalll sda Ciags
Slailiall &5k dolee Jugand Block chain cpds ool 405 Cadags DA e (grdl sl & Uadl)
G Ayl il Gy (JalSll Gl (ol (50 Y zsai S Ll e (55S0n zisad (e
Aelsally il Chein Jads Thee LS liasd (o RS Lygar 3 sl Bl Jlase (i
Alalal) Gl cilalasdl Llaiu¥) Gae A Slebal Jajs e Ay dudal o slae¥) G
)l SISV (e dniie Ly Sla oty Lea il ehal) Jabye b sl jhlas o il

¢ sleall z 3aill £Lil (Design Science Research) cavewsill mgiall xant daga)e dongie Al Ciadic
sl 305 Jgm paanall pads Cn Aol ) Jilaty il Gmstial L) easl il
) daall 538 4Ll dgall acai (Permissioned Consortium Blockchain) () &ild dala (uds
e T o ¢ SR S ALl B0 (515l Slealy il dindy Cpadinal) (papsally Cilsidid
iy Bjadia (fag e aiiy haaill ALE je diadlie i fag (Smart Contracts)d<y agie yio Jaal)
Tty Ligils TS Tagas JS08 B0lg8 Lo fig o313 Yo

S5 Cun gl BB e ) ol ALIS Ldlad B8 o zlsall 8 b il ) et
Sty Al Caagios Ly T Yoan llan ) ol 2l sl o Gpempiiall il
ALl Alas (31 (@smd) Bl o CAie isai sy ASISe] nasancll i) Cufn Laiy (AL
JSas ) Caullsally £l )5l ey Jlis sl dulids 50USs g ill B e Lully Sty
@l A Akl Gea Ll L0 534l Hlgall (Real-time Audit) 4 ysd 8yaive L) (S0 aa jaS
Qo inl 8555 mamd Auliall 5353 gy GLEY) o A oliy dsail demy Uiyl cigilis)
A s Aapadl) Al ) e JalSaS £l loatl) jean ety ¢ laeY ale] b doncall clac Ladlly
Al giel) ) S Al ol Ul iy juakal) doglaaS dnydilly dsecal

33354 (Pilot Project) ouyad g e OIS daall 8l )68 Clalany fag Ll yie dajs Ciluagill A
Slealls Bl sy e gung Gub LSS pe (e Ghdinn b Aaulal Lpl lailia e
il b RS aginlly diall B S 1) iy DU B Ouisills s iy B
IS kg cdinyay dasans g el ) Jsilly llal) BE0 GOa Sleall il
S a8 S slusd Y ddiie pe DL cljladd) Jeadl all) s slacly dudd)y 30,
osal sk A g dgal) ik Cam «gailly dymall Jis peal dga Sy chae (g e $p3Lsal

(. )
L > )



dalal) clijidal) L8 Block chain alaiiu)

&b ol sale] Aaye 8 Laslung dugn cleladl) ST ol 3 aSoa ~Slal sl ) gads ol

Ly

Abstract

This study aims to design an innovative applied model that addresses transparency, efficiency,
and integrity challenges in Syrian healthcare sector procurement through the deployment of block
chain technology. It transforms the tender issuance process from a centralized model vulnerable
to corruption into a fully decentralized, secure, and transparent model. The study originated from
a field diagnosis of Syria's operational reality, revealing deep structural challenges including weak
tracking and accountability due to reliance on fragmented paper-based systems, bureaucratic
delays hindering responses to urgent medical needs, and heightened corruption risks across

procurement stages—necessitating a radical solution leveraging digital innovations.

The study adopted a dual methodology combining Design Science Research for building the
practical model with descriptive—analytical methods for diagnosing reality and analyzing prior
literature. The design centers on a permissioned consortium block chain network comprising
procuring entities (such as the Ministry of Health or hospitals), certified suppliers, evaluation
committees, and the Central Financial Audit Agency as an independent overseer. Workflow
automation occurs through smart contracts that initiate with the publication of immutable tenders,
encrypted bid submissions, permanently recorded evaluations, and final ratification forming legally

binding digital commitments.

Key findings highlight the model's capacity to create complete transparency and tamper—proof
audit trails. Diagnostic results confirm that current system structural challenges demand a radical
technological shift targeting centralization and transparency gaps. Design results prove the
feasibility of building a context—adapted model for Syria that delivers full transparency, immutable
audit records, and exceptional operational efficiency—significantly reducing procurement cycle

times and administrative costs while enabling real-time auditing for the Central Financial Audit
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Agency without additional documentation. Prospectively, the model rebuilds stakeholder trust,
enhances competition quality, and becomes a pillar for attracting health funding and reconstruction
aid, while identified challenges span technical integration with legacy systems and weak inputs,
human factors like change resistance and competency gaps, and legal absence of smart contract

frameworks.

Recommendations form an integrated package starting with immediate Ministry of Health actions:
launching a limited pilot project for essential medicine tenders in a central hospital, forming a joint
steering committee with the ministry, audit agency, technical, and legal experts, then initiating
intensive training programs for platform and smart contract management. The study proposes
strategies for the Central Financial Audit Agency to transform into a design and testing partner,
develop digital audit competencies, prepare a regional best practices guide shared with
ARABOSAI (recommended to adopt the initiative through workshops), and pursue international
partnerships for knowledge transfer and funding support. The model represents a roadmap
transforming block chain into a governance reform tool for one of the most vital and sensitive

sectors during Syria's reconstruction phase.
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