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The aim of this research was to identify the role of information
security audit in mitigating the risks of electronic information
systems in governmental banks, along with associated auditing of
information technology and the role of the supreme audit
institutions. A questionnaire was designed to collect data and
distributed to a sample of members of the supreme audit institution
in Egypt, audit firms, financial management employees, internal
audit, and information technology departments in some Egyptian
banks. The researcher followed both descriptive and analytical
methodologies to suit the research nature.

The researcher reached several conclusions, including:

- There is a statistically significant relationship between
information security audit policies and their dimensions
(system validity, audit team duties, internal audit system
reports, documentation and evidence, code of conduct for
information security auditing, external auditing) in mitigating
the risks of electronic information systems in Egyptian banks.

- Regular application of information technology systems
auditing processes can significantly reduce cybersecurity




risks and data breaches, thus enhancing the security of
electronic information systems.

- The importance of having a strong and independent
regulatory framework for information systems oversight,
where SAls can play a key role in setting security standards
and practices, monitoring their implementation, and guiding
organizations to improve the security and reliability of their
systems. Collaboration between the public and private
sectors can also enhance the effectiveness of oversight
efforts and improve information security.

- Organizations must deal with various challenges related to
information technology auditing, such as evolving cyber
threats and new legislation related to data protection.
Important opportunities include leveraging advancements in
modern technology to enhance the ability of relevant entities
to detect and combat security threats.

- Companies and institutions should adopt multiple strategies
to improve information technology auditing processes,
including employing qualified personnel, adopting big data
analytics techniques, and collaborating with specialized
security service providers.

The researcher made several recommendations, including:

- Enhancing employee awareness and training: Organizations
should enhance their employees' awareness of the
importance of information security and safe technology
practices, and provide ongoing training on cyber threats and
how to deal with them.

- Implementing regular auditing procedures: Organizations
should conduct regular auditing of their systems and
technologies to ensure compliance with the latest security
standards and regulations.

- Strengthening cooperation with SAls: Organizations need to
enhance cooperation with higher oversight bodies and
leverage the guidance and directives they provide to improve
information security.

- Adopting best practices and modern technologies:
Organizations should use best practices and adopt modern
technologies in implementing auditing processes and
securing electronic systems.

Key words: Audit, IT audit, Information systems risks, Supreme audit
institutions
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